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Introduction

GateWall DNS Filter is a DNS forwarder applicatiaith enhanced functionality. Its additional
features include defining the requested host cayedgoacking and recording processed requests and
managing traffic rules. An integrated system otsubllows Internet access management based on the
lists of authorized/unauthorized hosts, time andLUfategories. GateWall DNS Filter is not a gate
solution, which makes it a good choice for largevoeks with thousands of users.

GateWall DNS Filter

GateWall DNS Filter contains the following modul@sserver, an administration console (DNS
Filter Administrator) and a Web-server with HTTR$port and Web-statistics module.

DNS Filter server (DNSFilter.exe process) is a Wind system service. The server allows users’
requests DNS resolution, filtering, and recordsiesgs’ statistics.

DNS Filter administration console is used to cdn@ateWall DNS Filter server. The console
communicates with the server via a special protas@r TCP/IP, which allows administration of the
server remotely. Brief statistics of DNS requesins be viewed from the administration console. More
detailed statistics are available in the Web-dtasisnodule.

An integrated Web-server is used to access the $i#lstics and can serve as a forwarder for
users’ HTTP requests. For example, when a useyimgytto access a prohibited web site, a corresjpgnd

notification will appear on the screen.

System Requirements

GateWall DNS Filter server is supported by any Veéind XP/2003/Vista/2008/Windows7 based
PC with Internet connection. Specific hardware nesuents depend on the rate of DNS requests. We
recommend using a system with a 2 GHz CPU and RE&M if the approximate request rate is 1,000
reg/sec. The disk space requirements depend amdakenum size of statistics database. We recommend

that companies with large networks have severatnlgegabytes of disk space.

GateWall DNS Filter Installation

Launch the setup file to install GateWall DNS é&iiltWhen installing GateWall DNS Filter for the
first time, leave all default Setup Wizard settinBy default, GateWall DNS Filter will be installed
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folder “%Program Files%\Entensys\GateWall DNS Fil{gurther used as “%DNSFilter%”). No system
restart will be required after installation.

Two additional services will appear on the systeenvises list: GateWall DNS Filter and
GateWall DNS Filter DB Service. The first servicetihe DNS Filter itself (DNSFilter.exe process)dan
the other one is used to administer the integrat@@dbase (DB). The program uses FireBird as the

. . . . . . . 1l . .
integrated DB. Both services will start automaficalfter installation. The agent icc | will appear in
the system tray for convenience. You may use thentag) context menu to start the administration

console, stop or restart DNS Filter server or axtles log file.

Update and Uninstall DNS Filter

We recommend you uninstall any previous versiorDdIS Filter before you install the new
version. If necessary, you can save the servangettile dnsfilter.xmlfrom the DNS Filter folder) and
statistics database dump. To uninstall DNS Filgerto Start - Programs, find the application andde
Uninstall or use the “Add/Remove Programs” in thenttol Panel. A server settings file will not be
deleted from %DNSFilter% folder during the uninkfaocess. If a third party statistics database was
used, then it will not be deleted.

Register GateWall DNS Filter

When you start the administration console for tingt time, a registration window will pop up
requesting you to enter either your demo key drliténse key. The key request is performed onfina
HTTPS protocol), through a request to the usengateebsite. When prompted to enter the full license
key, you need to enter the special pin code pravideyou when you purchased GateWall DNS Filter
software. In addition, you will be additionally &gk for personal data (user name, email, countrg, an
region) during the registration process. The salgpse of requesting your personal data is to tirek
license to the user. The personal information nat be disclosed. DNS Filter will automatically tiaas
after you register your demo or full license key.

You can use GateWall DNS Filter in demo mode fOrdays. Entensys may issue a special
extended trial pin code upon your request. For ggt@nyou may request a 3-month demo key. However,
you will not be able to repeat your request unjesshave a special pin code.

When DNS Filter is active, it occasionally ched¢ke registration key status. For DNS Filter to
work correctly, you must allow it to access thesinet via HTTPS protocol. It is a requirement falime
status checks of the key.
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GateWall DNS Filter Licensing Policy

Your GateWall DNS Filter license key does not tittie quantity of DNS requests processed by
the server, but it restricts the number of usew. éxample, if your license covers ten users, yan C
create no more than ten individual users. The tepamtaining the request statistics, total numifer o
requests, the number of blocked requests, andikdison of requests according to BrightCloud
categories will also be generated for maximum tarsi

GateWall DNS Filter’s license includes the licefigethe BrightCloud module, which is a URL
category filter. The BrightCloud license is a liedtlicense, valid for one year. The online Brigloi@

service will be unavailable when the license hgsrex.

Program Update

To check for updates, open the administration alenand go to the Help menu. Then click on
“Check for updates.” DNS Filter will submit a regtidor the number of the latest software versioth&o
vendor’'s website. If the current installed versierolder than the version available on the website,
notification will appear in the administration coteswindow. The administrator can download andaithst
the latest version from the website. An update khedl not cause an automatic reinstallation of
GateWall DNS Filter.

DNS Filter Administration Module

Administration Module is an application designedmanage GateWall DNS Filter's local and
remote servers. To use DNS Filter Administratory yeed to run DNS Filter service by clicking on
“Start DNS Filter server” in the agent’s menu. Hetadministration module is installed on anotheyr PC
you can launch DNS Filter Administrator from StarPrograms. Connect the administration module to

the server to manage its settings.
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Connection Setup

When you launch the administration console for fitst time, it will open on the Connections
page. The only connection displayed on this pagé¢hés connection with localhost server for the
Administrator. By default, no password is assigt@cdtonnect to DNS Filter Service. To connect the
administration console to the server, double-ctiok‘localhost — Administrator” line or click “Conog
on the control panel. You may create several cdiorex in the administration console. Connection
settings include:

Server name — name of the new connection

User name — a login used to connect to the server

Server address — DNS Filter server domain name adtress

Port — TCP port used to establish server conne@tort 2375 is used by default)
Password — a password for the new connection.

Select “Request password to establish connectiopu want the system to display a password
dialog box when you are connecting to a servee@é&Connect automatically” if you want to connéwxt

a given server automatically when you start theiathtnation console.

Administration console settings are stored in fdensole.xml which is located in folder
%DNSFilter%\Administrator. On the server side, tleername and password (hashed) are stored in file
%DNSFilter%\dnsfilter.xml

Setting Connection Password
To assign login/password to a connection to DN&#F8derver, open the General Settings page in

the Administrator Console Settings window. You @dso change the TCP port used to connect to the
server in this window. Restart DNS Filter servartfte changes to take effect (click “Restart DNEeFi
server” in the agent’'s menu). After you restart gesver, enter the new settings in the connection

parameters in administration console to enablatimeinistrator to connect to the server.
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Managing GateWall DNS Filter Statistics Database

DNS Filter records the statistics of DNS requesstsiuding the requested host and request time
and result (allowed or blocked), in a special das&b You can access the database via an API iceaffa
you are using an integrated DB or with an ODBC elriv you are using a third-party DB.

An integrated FireBird database is used by defdidt %DNSFilter%\dnsfilter.fdp To access
FireBird database, enter “SYSDBA” for login and “sterkey” for the password.

Using Third-Party Databases
Due to ODBC support, you can use almost any typelathbase (MS Access, MS SQL or

MySQL). For MS SQL and MySQL format, GateWall DN#é+’s installation package contains dumps
of databases with the appropriate structures. Thedemps are placed in folder
“0%DNSFilter%\db_dumps.”
If you need to setup your GateWall DNS Filter torkwwith a third-party database, follow the
steps below:
Specify the database login and password in “Gerteetings — Database Settings” window of the
administration console.

Stop GateWall DNS Filter service (select “Stop DNEer server” in the agent’s menu).
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Open server settings file (%DNSFilter%\dnsfilterlxiand sefirebird parameter to 0 irdatabase/>
section.

Go to Windows “Administration — ODBC Sources” colesand create a system DSN (Data Source
Name) named DNSFilter that refers to the appropaatabase (MySQL, MS SQL).

Start GateWall DNSFilter service.

Note: DNSFilter is the default name for DSN. You may retp@ this name by changing the valuedsh
parameter irkdatabase />section of the server settings file.
Important: MySQL Connector 3.5 is required for a MySQL databas

Database Recovery
If you are using the integrated database (FireBi&#teWall DNS Filter can automatically create

a new empty statistics database. To do this, stéf Bilter server and remove the statistics datablese
%DNSFilter%\dnsfilter.fdb

If you are using a third-party databafieepird="0" ), and GateWall DNS Filter fails to detect the
appropriate system DSN on start, DNS Filter wiltcematically create an MS Access database and a

corresponding DSN.

Users and Groups

Create GateWall DNS Filter users to enable DNS esfydiltering and recording of request
statistics. You may join users to groups by thedation or access rights for your convenience. @Girau
users by their access rights is the most logicpt@h. This method will help you greatly simpltfye
traffic rules management. “Default” is the only gpoavailable in DNS Filter by default.
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To create a new user, click “Add new user” or clible “Add” button on the control panel on
“Users and Groups” page. Required user parametetsdie: Name, Authorization type, authorization
parameter (IP address, IP range) and group. Byteédl users belong to the “default” group. Eader
must be assigned a unique name in DNS Filter. Yaualso allow or block users’ access to the web

statistics and assign traffic rules (DNS requétgrfng rules) on the user parameters page.

User Authorization Methods
DNS names resolution in GateWall DNS Filter sengeavailable to all users on the LAN. The

DNS request filtering will only apply to authorizeders. DNS Filter supports two authorization mégho
by a specific IP address and by a range of IP addse

DNS Setup

Name resolution in DNS Filter server is accomm@shby forwarding DNS requests (DNS
forwarding) to an upstream server. Responses to Didfests are cached in RAM to make name
resolution faster during repeat requests. To des@iNS caching, setins_cache_enable="0"in the
server settings file. The maximum quantity of egrihat can be stored in the program’s DNS cacketis

9
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in cache_sizgarameter located kdns_forward />section of the settings file. The default caclze $$
maximum 500 entries. One of the additional pararsegeu can set on DNS Setup page is the cached

entry lifetime (parametemrmax_cache_pos_tdndmax_cache_neg_}tl
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To configure DNS in the administration console tg&ervices — DNS Setup. You may list one or
more servers in the settings where DNS Filter ggihd client requests. By default, DNS Filter wileu

the DNS server listed in the network settings ef¢bmputer where the application is installed.

Traffic Control Rules

Traffic control rules are used to deny access to sves of certain categories or in a given time of
the day. These rules also enable URL filtering gidtacklists and whitelists. Rule criteria may urobé
time, day of the week or one or more URL categoddter you have created a traffic control ruleplp
this rule to individual users or a group of usar®NS Filter.

Access Log and Request Statistics

The Requests section of the administration consoigains statistics of requests processed by
DNS Filter server. The Statistics page shows astits summary of all allowed and blocked requests.

The statistics may be sorted by user, group oviacover a period of time.

10
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The Access Log page contains more detailed infaomaabout the latest name resolution
requests, including the time of request and hostenand category, as well as about the source akstq

(user/group). You may review statistics for the B, 50 or 100 requests.

Exception Requests

Users authorized to access GateWall DNS Filteebh \statistics may create requests to add a
domain name to the exception list. Such requestsragistered in a special database table within
GateWall DNS Filter.

11



GateWall DNS Filter administrator may use the ExicgpRequests page to check the incoming requests,

sort data by users and add requests on the excdistio

BrightCloud URL Category Filtering

Through cooperation with BrightCloud Inc, GateWaNIS Filter includes integrated BrightCloud
Service and BrightCloud Master Database tools. émiaistrator may deny clients access to web sites
with certain types of content without having to reathe sites. DNS Filter statistics module can geteea
report of the categories of all visited web sitesch as advertising, education, news, etc. Filgebn
URL categories allows a more flexible Internet ascgolicy.

To deny access to a specific category of web,sif@sn Rules window in Traffic Control section,

create a new rule and select one or more URL cag=gon the last page of the dialog box.

12



Exception List

You may add one or more hosts to your blacklist or whitelising the exception list (see
“Exceptions” in the settings tree). Host namesetisas “Allowed” will always be allowed, even if a
certain host is listed in one or more forbidderegaties. Host names listed as “Forbidden” will het
resolved regardless of the applicable traffic caules. The exception lists are global lists, ey are

applied to all users connected to GateWall DNSeFilt

13



Host names listed in the exception list are stamedwhite_list /> and<black_list /> subsections
of <brightcloud /> section in the server settings file. You may spesitomplete host names in these
subsections, replacing the omitted segment by a&ymbol.

The settings file includes another section whera yway specify whitelist hosts (“Allowed”
option). Such hosts will be listed #exclude_domains>subsection okbrightcloud /> section. This list

may only contain full domain host names.

Requesting URL Categories from BrightCloud

BrightCloud URL categories are requested from B@oud Master Database service. DNS Filter
sends a request to the service, and the servidelsess is specified iserver_nameparameter in the
<brightcloud /> section of the settings file.

Category resolution request is run asynchronowsly the socket pool. The minimum and
maximum numbers of sockets used for connectionrighBCloud service are set min_socket _number
and max_socket_numbgrarameters in thebrightcloud /> section of the settings file. The number of

sockets may increase automatically along with ticesiase of load.

Important! We recommend setting higher values fam_socket _numbeand max_socket _number

parameters for large networks in accordance wihstrver load.

14



GateWall DNS Filter Operation

In general, GateWall DNS Filter functions as dixszt below:
A user sends a DNS request for a domain name tesulu
DNS Filter server scans through its own DNS cacitethe internal BrightCloud cache to define the
address and the category of the requested domaia.na
If no data is available in the integrated cache,SDNIlter forwards the request to the DNS server
specified in the settings and generates a reqoésightCloud service.

DNS Filter returns the response to the user andtegg the request-related data in the database.

Note: Transactions are used for database enttiemigactions="1"). The number of SQL INSERT
operations in a transaction is set in the paranméer_transactions="500f the server settings. You may

find both these parameters in the server settifgys f

The response received by the user depends on whbkéheser is authorized by GateWall DNS Filter.
If the user is authorized, it also depends on teess rights applied to this user and the excepigbn
parameters. Requests sent by unauthorized usersgigtered in the databaseussknownrequests.

Declining Domain Name Resolution Requests

A domain name resolution request may be decliAagser will then be routed to a special address
127.0.0.1 or GateWall DNS Filter's own address.ef§juest may be declined if one of the following
OCCUrs:

The server is unable to define BrightCloud categfoyexample, if the service is unavailable.

The request to BrightCloud is rejected due to seeexpiration.

The number of sockets is insufficient to connedBightCloud service.
Note: In case of a insufficient number of sockets, altlthed DNS requests will be placed in a separate
gueue. Requests from this queue may be processedelay.

You can allow DNS name resolution when BrightCl@edvice is unavailable. This feature is enabled in

the parameter “Allow DNS names if BrightCloud servis unavailable” of the general settings.

15



Forwarding Forbidden Requests

If host access is denied, the user will be routedddress 127.0.0.1 or GateWall DNS Filter's own
address. Routing to GateWall DNS Filter's own I®r@ds will occur when the option “Forward requests
to internal Web server” is enabled. If so, any useguesting a forbidden resource through a browser

be forwarded to a special reference page contamimgfice of denied access.

GateWall DNS Filter Web Statistics

GateWall DNS Filter web statistics module providesailed information about all the processed
DNS requests by users, categories, time of dayresult (“Allowed” or “Forbidden”). You may allow
DNS Filter users access to web statistics. GateMdlb Filter features two access modes: access o we

statistics is allowed (default parameter) or blatke

Web  statistics can be reviewed at either of the lofohg addresses:

http://192.168.0.1/stat/index.html or https://18BBD.1/stat/index.html, where 192.168.0.1 is DNEeFi

16



server’s address. The specific port used for wabssits can be specified in “General Settings -bWe
Statistics Settings” section. Ports 80 and 443iaegl by default.
The web statistics module may be disabled on theefaé Settings page of GateWall DNS Filter's

administration console.

GateWall DNS Filter Deployment Options

In corporate networks, GateWall DNS Filter maydsployed in two different ways. The first
option is to locate GateWall DNS Filter upstreamtlué corporate DNS server. With this option, the
corporate DNS server allows forwarding DNS requéstthe ISP’s DNS server(s). Create LAN users
with IP authorization using DNS Filter Administrateonsole. Specify corporate domain name in
exclude_domainparameter of thebrightcloud /> section of the server settings file. DNS settisigsuld
specify that DNS requests will be sent to the makicorporate DNS server. Internet access via HTTPS
and BCAP (BrightCloud Control Application Protoc®ICP port 2316) protocols should be allowed on a
PC with GateWall DNS Filter. This option of GateW&aNS Filter deployment allows generating
detailed statistics for all LAN users (client maus).

O
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The second option is to install GateWall DNS Fillermediately downstream of the corporate DNS
server. With this option, corporate DNS serverisgst need to specify GateWall DNS Filter as theeser

to forward requests (Forwarder). Create just orex irs DNS Filter settings with the IP address & th
corresponding corporate DNS server. In DNS Filtettisgs, specify ISP’'s DNS server(s) as the
forwarding DNS servers. This option allows reductiof GateWall DNS Filter load due to additional

caching on the corporate DNS server. However wiillsnake LAN users’ request statistics unavailable

(v

(v

S

Important! GateWall DNS Filter is not a gate solution, whineans DNS requests sent directly by users

to the Internet must be blocked.

Displaying Additional Debug Information

An administrator may create special *.sem fileDINS Filter’s root folder to collect additional
information about GateWall DNS Filter’'s operati¢nSEM file is an empty file with a definite namedan

*.sem extension. The following names are used éotain functionsdnslog.sem- detailed information

18



about DNS name resolutiofyclog.sem— detailed information about requests to Bright@to and
dblog.sem- information about database activity. DNS Fikerver must be restarted after any of these
SEM files has been created. All debug information ill wbe registered in
%DNSFilter%\Logging\dnsfilter.lag

Application’s logging parameters can be set indlogs /> section of the server settings file. The
maximum log size is set imax_sizegparameter; the default maximum size is 20 Kbhé# log file size
exceeds the maximum setting, DNS Filter server evhate a newlnsfilter.loglog file and add a date to

the name of the old file. There are no limitatiomshe number of log files that can be created.

Important! Using SEM files in high-load systems will causguéck propagation of log files and result in
higher CPU loads.
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